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Tém tit

Trong bai bao nay, chung t6i dya vao cdu trac phan Portable Executable header cua céc tp tin Portable Executable dé
dé xuat mot hudng tiep cén khac trong viée sir dung Machine learning d¢ phén loai cac tap tin nay, 1a tap tin ma doc hay
tap tin lanh tinh. Két qua thuc nghiém cho thay, ti€p cén dé xuat van sir dung thuat toan Random Forest cho bai toan
phén loai nhung d6 chinh xac va thoi gian thyc thi dugc cai thién so véi mdt s6 cong bo gan day (dd chinh xac dat
99.71%).

Tir khoa: Tép tin PE; Truong; Dac trung; Ma doc; Thuat toan Random Forest;

Abstract

In this paper, we rely on the Portable Executable header structure of Portable Executable files to propose another
approach in using Machine learning to classify these files, as malware files or benign files. Experimental results show
that the proposed approach still uses Random Forest algorithm for the classification problem but the accuracy and
execution time are improved compared to some recent publications (accuracy reaches 99.71%).

Keywords: PE header, Field; Feature, Malware, Random Forest Algorithm.

1. Giéi thiéu Malware ¢6 thé ton tai trong cac thiét bi dau
Trong nhitng ndm tré& lai ddy, ma doc 01‘101,’ co ;the, truy?n d; tren du’or’ng ‘fruy'en Iflan%
va co6 thé dinh kém/an trong céc tap tin co thé

(malware) di tro thanh méi de doa dang ké dbi . . .
thuc thi, ddc biét 1a trong cac tap tin Portable

voi van dé bao mat trén khong gian mang.
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Executable (PE) cua hé didu hanh Windows.
Hién c6 2 k¥ thuat duoc st dung dé phat hién
malware [6]: 1) K¥ thuat dya trén chit ky
(Signature based detection) tuy cho d¢ chinh
x4c cao nhung gip nhiéu khé khin trudc su da
dang va kha ning bién hinh cua cac loai
malware hién nay; ii) Ky thuat khong dua trén
chit ky (Non-signature based detection) co thé
giai quyét kho khin nay, né thuong dugc sir
dung dé phat hién duoc cac loai malware “chua

14

duoc biét dén

2

(unknown), cac loai malware co
kha ning bién dang cao xuat hién gan day... Ky
thuat (ii) gitp viéc phan loai, phat hi¢n malware
hién nay dat hi¢u qua cao khi dugc trién khai
theo hudng tiép can Machine learning.

Tap tin PE la cac tap tin hoat dong trén moi
truong hé diéu hanh Windows, nd c6 thé 1a cac
tap tin thyuc thi (executable files) hodc la cac tap
tin chra ma nhi phan dugc st dung boi céc tap
tin thuc thi khac. Vung thong tin dinh dang
(format information) cua tap tin PE [1] chwra
nhitng thong tin can thiét ma hé diéu hanh sir
dung dé diéu khién viéc thyc thi cua tap tin khi
chung dugc nap vao main memory (bo nhd
chinh). Tt ca cac tap tin PE déu co cung ciu
trac va cung sd luong field (truong) trong PE
header, nén chung ta c6 thé trich xuit céc
truong nay, dé lam tap dic trung (feature) dau
vao cho qua trinh xay dung mo hinh phan loai
malware ctia céc tap tin nay theo cach st dung
cac thuat todn Machine learning.

Chung ta déu biét, thong tin chira trong PE
header cua céc tap tin PE lanh tinh (benign) déu
& dang d3 duoc chuan hoa boi hé diéu hanh
Windows. Néu mot tap tin PE nao do ma dir
liéu chtra trong cac truong trong PE header cta
nd co su “sai khac” so vdi cac tap tin PE lanh
tinh thi nhiéu kha ning d6 13 tip tin malware.
Nhu vay, chung ta c6 thé phan loai mot tap tin
PE, 1a tap tin malware hay tap tin lanh tinh,
bang cach xem xét dir liéu chira trong céc
truong ciia PE header cia néd. Vi sé luong

truong trong PE header 1a 16n, dir li¢u tai céc
truong lai ¢6 quan hé véi nhau, hau hét cac
truong déu c6 thé bi 1am “sai khac”, & nhimng
muc d§ khac nhau, nén bai toan phéat hi¢n
malware & day can tiép can theo hudng sir dung
cac thuat toan Machine learning thi méi dat
dugc d6 chinh xac cao nhét c6 thé [1], [2], [4],

[5], [6].

Chung ta c6 thé thu thdp mot luong 16n cac
mau PE header cua cac tap tin lanh tinh va tap
tin malware, sau d6 trich xuét cac dic trung cta
mdi trudng, roi so sanh dé tim ra sy khac biét
dang ké nhét giita tap tin lanh tinh va tap tin
malware, 1am co sé cho viéc phan loai vé sau.
Pay 1a huéng tiép cin ma chung toi thuc
nghiém va dé xuét trong bai bao nay.

2. Cac nghién ciru lién quan

Hién c6 kha nhiéu hudng tiép can cho bai
toan phan loai malware st dung k¥ thuat
Machine learning [7-9]. Trong phan nay, ching
t6i diém lai nhitng két qua, vé do chinh xéc, vé
ti 1€ phat hién va tdc d6 huan luyén, ma mot )
tiép can duoc cong bd gan day dat duoc.

* Trong [5], Rushabh Vyah va cong sy di dé
xuat mot quy trinh phat hién malware trong tap
tin PE trén moi truong mang. Ho ap dung 4
thudt toan hoc c6 giam sat khac nhau, Decision
Tree, K-NN, SVMs va Random Forest, trén
cung mdt tap dir li€u, chi vdoi 28 dac trung
(feature) tinh. Random Forest 1a mé hinh ma
Vyas chon, n6 dat ti 1€ phat hién malware -
backdoor, virus, trojan va worn - trung binh la
98.7%, ty 1€ phat hién duong tinh 1a 1.8%.

* Tiép can duoc dé xuat boi Hellal va Lotfi
Ben Romdhane [2] 1a su két hop gita 2 k§
thuat, phan tich tinh va khai pha dd thi (static
analysis — graph mining). Ho dé xuat mot thuat
toan méi co thé tu dong trich Xuét cac mau
hanh vi malware c6 tinh phd bién va khac biét,
nhung ldp lai, tir cac tap tin nghi ngo. D& xut
nay quan tam dén viéc tiét kiém dung lugng bd
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nh¢ va giam thoi gian quét bang cach tao ra
mot luong chir ky (signature) han ché, diéu nay
khong nhu cac phuong phap hién cé. Tiép can
trong [2] dat ty 1€ nhan dang cao va ty 1¢ duong
tinh gia thap v6i d6 chinh xac 92%.

« Jinrong Bai va cong su dé xuat mot hudng
tiép can cho viéc phat hién malware trong cac
tap tin PE bang cach khai pha thong tin dinh
dang cua céc tap tin nay [1]. Ky thuat
“in-depth analysis” duoc nhom tac gia chon dé
phan tich vung thong tin dinh dang cua cac tap
tin PE. Pau tién, ho cho trich xuit ra 197 dic
trung tir vung thong tin dinh dang nay, sau do
thue hién viéc chon dic trung dé giam sb lugng
xudng con 19 hodc 20 dic trung. Tap dic trung
duogc chon s& dugc training bdi 4 thuat toan
phan 16p J48, Random Forest, Bagging va
Adaboost. Két qua thyc nghiém cho thay, tiép
can nay dat do chinh xéc cao nhat, 99.1%, &
thuat toan phéan loai Random Forest.

* Yibin Liao khai thac cdu tric cia cac tap
tin PE theo mot hudng tiép can khac [4]. Ong
trich xuit dic trung cia mdi truong trong
header, roi so sanh dé tim ra su khac biét c6 y
nghia nht gitta cac tip tin malware va tap tin
lanh tinh. Va trich xuat cac icon trong tap tin
PE dé tim ra cac icon pho bién (prevalent) nhat,
c6 tinh Ira bip nhét (misleading) tir cac tap tin
malware. Yibin Liao thuc nghiém tiép can dé
xuét trén mot tap dit liéu c6 6875 mau, trong d6
gém 5598 mau header cua tép tin doc hai va
1237 mau header cua tép tin thuc thi lanh tinh.
Két qua cho thiy tiép can nay dat ty 1¢ phat
hién hon 99% vai it hon 0,2% duong tinh gia
trong vong chua ddy 20 phut. Theo tac gia, co
thé phat hién malware bang cach chi xem xét
mot vai dac trung/truong chinh trong PE header
cua cac tap tin PE hodc xem xét cac prevalent
icon, cac misleading icon dugc nhiing trong cac
tap tin nay. Piéu nay giup rat ngin duoc thoi
gian phat hién malware trén cac tap tin PE.

Hién chung t6i chua tim thdy mot phuong
phap, mot cach tiép can hay mét mé hinh dugc
nao cho 1a chung nhét, 1 t6i wu nhat dé phat
hién va phan loai malware st dung Machine
learning dat d6 chinh xac cao nhat. Vi thé,
ching toi dé xuat mot cach tiép can khac, 4o 13,
tdp trung vao cac truong cd anh hudng cao
trong phan PE header cua cac tap tin PE, nhu 13
su dong gop nho cho hudng nghién clru nay.

3. Tiép can deé xuat

Tiép can cua chung to61 dugc thuc nghiém
trén tap dit liéu (dataset) kha 16n, gdm 140.297
mau PE header cua tip tin PE, trong dé co
44.214 mau malware va 96.083 mau lanh tinh.
Dataset nay dugc chung toi thu thap tir website
virusshare.com va céc tap tin PE lanh tinh trén
moi truong hé diéu hanh Windows.

Chuang t61 sir dung cac thuat todn Machine
learning nhu: AdaBoost, Gradient Boosting,
Decision Tree, Extra Tree, Random Forest, dé
xay dung cac mo hinh phan loai tap tin PE - tap
tin malware hay tap tin lanh tinh - tir dataset nay
theo huéng chi dua vao da sb cac truong trong
phan PE header cta cac tip tin ndy. Muc tiéu
thuc nghiém la dé chon ra mot md hinh phan
loai Machine learning sao cho c6 d¢ chinh xac
cao v6i thoi gian huan luyén chip nhan dugc.

Véi nhiing thong tin ¢6 duoc tr viéc khao
s&t cac truong trong phan PE Header cua céc
tap tin nay, ching toi tién hanh loai bo cac
truong it bi tac dong boi malware nhat, nhu
LoaderFlags, NumberOfRvaAndSizes,
SizeOfHeapCommit, SizeOfHeapReserve... ra
khoi dataset, chi giit lai 44 truong. Piéu nay
hoan toan trung hop véi két qua ma ching toi
c6 duogc khi st dung lan luot thudt toan
Random Forest va Extra Tree dé danh gia murc
d6 anh huong cua cac truong, chinh xac la cac
feature, trong PE header cua 140.297 mau PE
header trong dataset. Bang sau cho thdy murc d6
anh hudng cua cac truong theo Random Forest:
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Bang 1: Muc d6 anh hudng cac truong trong
PE header ctuia cac tap tin PE theo thuat toan
Random Forest

4. Két qua thue nghiém
4.1. Thuc nghiém 1

Chlng toi chia ngau nhién dataset thanh 2
phan, 80% 1a tap huin luyén (Training set) va
20% 1a tap kiém thir (Test set). Hai tap dit liéu
nay dugc st dung dé danh gia do chinh xéac
(accuracy) va thoi gian huin luyén (training
time) cua cac mo6 hinh Machine learning theo 5
thuét toan khac nhau. Két qua nhéan dugc cho ¢
Béng 2.

Bang 2. Do chinh x4c va thoi gian huan
luyén cua ctua cdc md hinh Machine learning

Thuat toan ,D@ ’ TQM gia[‘

: chinh xac | huan luyén
AdaBoost 99.12% 12.83s
GradientBoosting | 99.30% 30.76s
DecisionTree 99.34% 0.98s
ExtraTree 99.69% 9.74s
RandomForest 99.71% 13.17s

Murc do

TT | Trwong trong PE header anh
hwéng
1 | ImageBase 0.193689
2 | SizeOfStackReserve 0.103419
3 | VersionInformationSize 0.075304
4 | MinorlmageVersion 0.065888
5 | ResourcesMinSize 0.058338
6 | Characteristics 0.052923
7 | ExportNDb 0.052831
8 | Subsystem 0.049870
9 | MajorOSVersion 0.045429
10 | ResourcesNb 0.037733
41 | SectionsMeanVirtualsize 0.001965
42 | SectionMaxRawsize 0.001697
43 | SectionsMeanRawsize 0.001697
44 | ImportsNbOrdinal 0.001600
45 | LoadConfigurationSize 0.001275
46 | FileAlignment 0.001175
47 | SectionAlignment 0.001167
48 | SizeOfHeaders 0.001088
49 | SizeOfUninitializedData 0.001036
50 | BaseOfCode 0.000832
51 | SizeOfHeapReserve 0.000401
52 | SizeOfHeapCommit 0.000225
53 | NumberOfRvaAndSizes 0.000008
54 | LoaderFlags 0.000002

Viéc giam bot mot s6 truong cia mdi mau
PE header khong chi gitip lam gidm kich thudc
cua dataset, ddn dén giam duoc tai nguyén cia
hé thdng dung trong qua trinh thyc hién chuong
trinh xay dung mo hinh phan loai, ma con giam
thoi gian huin luyén mé hinh, v6i 54 feature 1a
13.045,‘V(r)’i 44 feature la 12.52s. )

Phan con lai trong hudng ti€p can cua
chung t61 duogc tl}uc hién theo dung trinh tu 4
thuc nghiém & phan sau day.

Thyc nghiém nay cho thiy, mo hinh dugc
xay dung boi thuat toan Random Forest cho do
chinh x4c cao nhat, 1én dén hon 99.71%, véi
thoi gian huan luyén dat mic trung binh, so
sanh vo1 4 thuat toan con lai. M6 hinh theo
Extra Trees thi c¢6 thoi gian huan luyén nhanh
hon, nhung d6 chinh xac thip hon so véi
Random Forest. Thuat toan Decision Tree cho
mé hinh c6 tdc d6 huin luyén rét cao, nhung do
chinh xac khong nhu mong muén.

4.2. Thuc nghiém 2

Céch chia tap dit liéu thanh 2 phan mot cach
ngau nhién nhu & thyc nghiém 1, tuy don gian
nhung d6 chinh x4c ctia mé hinh co thé bi anh
huéng néu xay ra hién twong overfit. Trong
thuc nghiém nay, chung t6i st dung thuat toan
k-fold [3], v6i K= 10, dé giai quyét vin dé
overfit/unoverfit. Két qua nhan duoc cho &
Béng 3.

Bang 3: D0 chinh x4c cua cac mo hinh
machine learning theo k-fold vai K =10
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by by Po
Thuat chllnh ch|,nh chinh
, Xac Xac ,
ol trung thap Xac
binh | nhit | ¢80 nhat
AdaBoost | 99.11% | 99.05% | 99.17%
Gradient- | 993106 | 99.24% | 99.37%
Boosting
DecISIon- | 99 3406 | 99.26% | 99.42%
Tree
ExtraTree | 99.71% | 99.67% | 99.75%
Random- | 992500 | 99.66% | 99.76%
Forest

Tu két qua c6 dugc ¢ thuc nghiém 1 va thuc
nghiém 2, ching t61 chon thuat todn Random
Forest dé xay dung mo hinh phan loai cho d¢
xuét ctia minh, vi 6 chinh x4c ma nd cung cép
1a cao nhét (99.71% va 99.72%) va véi thoi
gian huan luyén hop 1y.

4.3. Thuwc nghiém 3

Trong thyc nghiém nay, ching t61 sé tim
hiéu xem liéu tang s6 lwong Tree trong md hinh
theo Random Forest c6 lam cho dd chinh xac
tang hay khong, tir d6 tim ra sb lugng Tree vira
di dé mo hinh 6 thé 1am viéc nhanh hon véi
d6 chinh xac cao hon.

Pau tién chung t6i thtr tao ra 10 md hinh
Random Forest chi c6 mot tree sau do6 ting dan
1én dén 500 tree, cir mdi lan ting chung toi s&
tinh trung binh do chinh x4c va thoi gian huén
luyén ctia 10 mo hinh. Két qua cho ¢ 2 biéu db
nhu hinh bén dudi (H.1a va H.1b):

Théi gian hudn luyén khi ting sé lwong Tree

e
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Thai gian (gidy)
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SO lwong Tree

Hinh 1a: Biéu d Thoi gian huén luyén cua
m6 hinh khi ting s6 lugng Tree

Bi€u db mirc do chinh x&c khi tang s6 luong cay

~ .

Pé chinh xac (%)
8 8 ] B
'S in = -

8

8
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56 lugng cay

Hinh 1b: Biéu d6 D9 chinh xéc cia md hinh
khi tang so lugng Tree

Do chinh xac khi sb Tree it hon 20 la rét
thap, sau 50 bit du ting dan va do chinh x4c
bat dau dat ngudng ¢ mirc 100 Tree tro di, thoi
gian huan luyén ting dan theo s6 lugng Tree.
Diéu nay cho thdy, ching ta chi can mot sb
lugng tree vira du (trong truong hop nay 1a 100)
thi mé hinh ciing di c6 thé dat duoc do chinh
x4c cao. Giam sb luong Tree giup lam giam
thoi gian huén luyén va tiét kiém duoc tai
nguyén hé thong. Pay 1a diéu can ghi nhan.

4.4. Thwc nghiém 4

Vi viée chi chon 44 dic trung, tuong duong
44 truong trong PE header cua céc tap tin PE,
mo hinh phan loai Machine learning theo
Ramdom Forest cia ching t6i c6 dugc ti 1€
chinh xé4c trung binh va thoi gian huin luyén
lan luot 12 99.72% va 13.17s. Ching toi thuc
nghiém viéc tiép tuc giam s lugng dic trung
duoc chon, dé xem ti 1 chinh x4c va thoi gian
huén luyén mé hinh cé bi thay déi hay khong.
Két qua nhu sau, khi s6 dac trung dugc chon
trong khoang tir 13 dén 15 thi ti 1& chinh xac
trung binh dat 1a 99.63% va thoi gian huén
luyén la 3.88s.

Thyc nghiém nay cho thdy, khi giam sb
luong dic trung dén muc ¢ thé thi ti 16 chinh
xac trung binh chi giam mét lugng khong dang
ké, 0.09%, nhung do giam cua thoi gian huan
luyén giam la dang ghi nhan, 9.29s (70%), so
v6i ban dau. Viéc giam s lugng dic trung con
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giup giam kich thudc tap dir li¢u, gidm thoi
gian cho viéc phan tach cac truong tr PE
header cuia cac tap tin PE, gitp ting toc do phat
hién malware va ting hiéu suat cta hé théng.

Accuracy (%)
99.71
I
This paper JBaletal[1]  Hellaletal[2] Y. Uao [4] Vyas et al [5]

Hinh 2: So sanh d6 chinh x4c cta dé xut nay
so voi mdt sO cong bo gan day.

Nhu vay, m6 hinh phéan loai malware dya
vao E header cua cac tap tin PE theo hudng tiép
can cua chung t6i dat d§ chinh xac dugc ghi
nhan so voi mot s6 cong bd gan day (H.2).

5. Két luin

Qua bai bao nay, chung toi dé xuit mot
huéng tiép can khac cho viéc phat hién
malware trén cac tap tin PE. D¢ xuat ciia ching
t6i dugc thyuc nghiém trén dataset rat 1on, gdm
header cua 149.297 tap tin PE, trong d6 co
44.214 tap tin malware va 96.083 tap tin lanh
tinh. Két qua thyc nghiém cho thdy: Khong can
xem xét tat ca cac truong trong header, loai bo
cac truong it anh huéng nhat, thuit toan
Random Forest van cho d6 chinh xac kha cao,
1én dén 99,71%, véi thoi gian huan luyén dat
muc trung binh, 13.17s, so voi 4 thuat toan
khéac; PO chinh xac cua Random Forest phu
thudc vao viéc chon sb lugng Tree sao cho phu
hop chtr khong can phai chon cang nhiéu Tree

cang tot; Viéc giam sé lugng Tree va viée loai
bo céc truong it quan trong da cai thi¢én duogc
toc do huin luyén mo hinh - giam 70%, cai
thién tbc do phat hién malware va giam tai
nguyén hé thong.
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