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Tom tat

Pé tai trinh bay co s6 1y thuyét vé thuat toan ma hoa xéac thuc dya trén cdu tric ma khéi nhe GIFT-COFB 128-bit,
dam bao két hop duoc tinh bao mat va tinh xac thuc trong qua trinh truyén dit liéu, pht hop véi cac hé thong, thiét bi tmg
dung IoT nho gon, ¢ kha niang xur 1y tinh toan va tai nguyén han ché, chi phi trién khai thap. Xay dung va kiém tra thuat
toan ma hoa GIFT-COFB 128-bit, trién khai giai phap ma hoéa nay trén nén tang ngdn ngit mo ta phan cing Verilog HDL
va cong nghé FPGA. Thiét ké hé théng dua trén céu tric ma khéi nhe GIFT-COFB 128-bit v6i cac tham sb an toan nhu
st dung nguyén 1y mang hoén vi thay thé 128-bit, d6 dai khoa 128-bit ciing co ché ma héa xéac thuc COFB da thu duoc
két qua budc ddu dang tin cay trong qua trinh truyén nhan dir liéu.

Tir khéa: GIFT-COFB; 128-bit; khdi ma hoa; thuat toan ma hoa.
Abstract

The project presents the lightweight block cipher-based authenticated encryption mode GIFT- COFB 128-bit, ensuring
confidentiality and authenticity in the data transmission process, which is suitable for compact [oT application systems
and devices with limited computational capabilities and resources, and low-cost deployment. The process of building and
testing the encryption algorithm GIFT-COFB 128-bit is described, including its deployment of this encryption solution
on the hardware description language Verilog HDL and FPGA hardware platform. The system design, based on the
lightweight block cipher structure GIFT-COFB 128-bit, employs security parameters including a 128-bit substitution-
permutation network, a 128-bit key length, and the COFB authenticated encryption mechanism. This design has
demonstrated reliable preliminary evaluation results during the data transmission process.

Keywords: GIFT-COFB; 128-bit; block cipher; encryption algorithm.
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1. Giéi thi¢u

Cung v&i su phat trién ciia cong nghé Internet
van vat (IoT) va Tri tu€ nhan tao (Al), ngay cang
c¢6 nhiéu h¢ thong, thiét bi thong minh tham gia
vao tat ca cac hoat dong khoa hoc ky thuat - cong
nghé, san xuat cong nghiép, cho dén cac tién ich,
tmg dung phuc vu cudc sdng hang ngay cta
chung ta, tor qua trinh do ludong tu dong, giam
sat, diéu khién dén trao ddi thong tin, giao tiép
[1, 2]. Trong qué trinh nay, dit liéu duoc trao doi
giita cac hé thong, thiét bi nay ting 1én voi quy
mo ngdy cang 16n. Cung véi do, dit ra nhicu
thach thirc cho viéc bao v¢ dir liéu cia chung ta
mét cach an toan hon, t6i wu hon, dic biét 1a dbi
v6i cac hé thong, thiét bi ung dung IoT, co tai
nguyén, kha ndng xu ly tinh toan gioi han, cling
nhu chi phi trién khai thap [3].

Hién nay, mét trong cac gidi phap hi¢u qua
giai quyét van dé nay 1a Gmg dung qué trinh ma
hoa xac thuc (Authenticated Encryption - AE).
GIFT-COFB sir dung mi khdi GIFT-128 14 mot
trong nhirng thuat todn ma hoa xéac thuc AE dya
trén ma khdi (Block Cipher) dugc lya chon hang
dau, da dugc Vién K§y su Dién va Dién tir
(Institute of Electrical and Electronics Engineers
- IEEE), Vién Tiéu chuan va Cong nghé Qudc
gia (National Institute of Standards and
Technology — NIST) cua My cong nhén la mot
trong cac giai phap bao mat cho cac hé théng IoT
[4, 5]. Trong d6, cdu tric COFB (Combined
Feedback) trong thudt toan nay giap giam kich
thudc bo nhé trang thai tong thé bang cach két
hop dau ra ma khéi vé6i cac khoi dir lidu va s
dung k¥ thudt che giéu phu thudc dir li¢u. Diéu
nay lam giam dang ké chi phi phan ctng, dong
thoi ddm bdo tinh bdo mat cao. Cac cong trinh
[6-10] da nghién ctru d& xuat nhidu giai phéap cai
tién cau trac COFB, khéi S-box, giai thuat bao
mat dang khoa cong khai voi dic diém ndi troi
vé bao mat ddi véi cac cu trac phan cimg IoT
c6 tai nguyén han ché.

Quy trinh giai thuat GIFT-COFB sir dung ma
khdi GIFT-128 két hop dugc ca tinh biao mat

(Confidentiality) va tinh xé&c thuc (Authenticity).
Ngoai ra, mot trong nhitng ddc tinh quan trong
nita cia GIFT-COFB Ia kha nang hoat dong vé1
ti 16 ma hoa cao, chi can mot 1an ma hoéa cho mdi
khdi dir lidu, cling nhu viéc khong yéu cau tinh
nghich d4o ctia ma khdi trong qua trinh giai ma,
t6i wu hoa qua trinh ma hoa/giai ma giup dat hidu
qua cao vé bo nhé trang thai, voi kich thude
duoc t6i uu cho cac tmg dung phan ctng han ché
lam gidm thém dg phtrc tap va chi phi tinh toan
[7-9]. Trén co s& nghién ciru 1y thuyét vé ky
thuat ma hoa khdi GIFT-128, két hop céu trac
COFB, nhom tac gia dé tai dé xuat phuong an
xdy dung va kiém tra thuat toan ma héa GIFT-
COFB 128-bit, trién khai giai phap mi hoa nay
trén nén tang ngdn ngit mo ta phan cing Verilog
HDL va cong nghé FPGA. Két qua nghién ciru va
trién khai thanh cong quy trinh giai thuat GIFT-
COFB sir dung ma khéi GIFT-128 trén phan cimg
FPGA cho thiy kha niang mg dung cua giai thuat
vao cac thiét ké hé thdng, thiét bi tng dung IoT
véi tai nguyén, kha nang xur ly tinh toan gidi han,
ma ¢ yéu cau vé tinh biao mat, x4c thuc vé thong
tin, di li¢u trong doi séng kinh té, x3 hoi cling
nhur trong linh vuc qudc phong, an ninh.

2. Mo ta thuat toan ma héa GIFT-COFB
128-bit

2.1. M héa khéi GIFT-128

Hoat dong ma hoa theo thuat toan GIFT-
COFB 128-bit s& bién doi dit liéu ban dau
(Plaintext) v6i kich thudc 16n nhat 1a 128-bit dé
thanh ban tin ma hoa c6 cung kich thude va thé
xac thuc (Tag) véi kich thude cd dinh 128-bit.
Trong d6, ma héa khdi GIFT-128 dong vai tro
chinh trong thuat toan GIFT-COFB, thuc hi¢n
maé héa dit liéu trong timg khéi ctia qua trinh ma
hoa - xac thuec.

Ma hoa khéi GIFT-128 dugc thiét ké dya trén
nguyén Iy mang hoan vi thay thé (Substitution-
Permutation Network) 128-bit v&i d§ dai khoa
128-bit. Pay 1a mot ma khdi 1ap 40 vong véi ham
vong giéng nhau, trong d6 mdi vong ctia GIFT-
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128 bao gdm 3 bude: Thay thé 6 con (SubCells),
Hoan vi bit (PermBits) va Cong khoa vong
(AddRoundKey). Dua trén viéc phan tich chi tiét
ciu trac bén trong cia khdi ma héa GIFT-128,
so d6 khdi ma hoa GIFT-128 (Hinh 1) dudi day
dugc xay dung dé minh hoa toan b quy trinh xtr

ly, tir dit liéu ban dau (Plaintext) va khoa (Key)
cho dén dir liéu dau ra (Ciphertext), gom nhiéu
bude xir Iy tudn tu, ndi tiép (Concatenation), mdi
budc dam nhan mot chirc ning quan trong nham
dam bao tinh bao mat va hi¢u qua cta thuat toan
ma hoa/giai ma va xac thyc [7, 8].
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Hinh 1. So d6 qua trinh ma héa khdi GIFT 128-bit

* Khéi tao (Initial): D liéu ban dau
(Plaintext) 128-bit dugc chia thanh 4 phan 32-bit
va dua vao trang thai ma (Cipher State) S. S 1a

SO b] 24 b8 b4 b()
S — S] «— bl 25 b9 bS b]
SZ b126 blO b6 bZ

L S’. i _b127 bll b7 b’. i

mang 2 chiéu, thi ty bit 1a tir trén xubng dudi,

sau do tur trai sang phai.

Hinh 2. Qua trinh khéi tao dir liéu Plaintext

Khoa bi mat (Key Secret) 128-bit dugc chia thanh 8 phan 16-bit va dwa vao trang thai khoa (Key
State) KS. KS 1a mgt mang 2 chiéu, thir tu bit 1a tur phai sang trai, sau d6 tur dudi lén.

W, ” m bm buz I bm
P L A I RV M
W, ” W bm b4x | b47
w, | w, by, b I b

by by, by £ 7
b6(’7 b65 b64 » 0 1 2 3
by by by il N
8 9 10 || 11
bz bw b(] 12 13 || 14 ] 15

Hinh 3. Qua trinh khdi tao Key 128-bit

Thay vi xir Iy mot khéi dir liéu 128-bit tudn
tu, sir dung k¥ thuat bit-slice chia khdi dir liéu
d6 thanh 4 khéi 32-bit cho phép thyc hién tinh
toan song song, nham tdi wu hoa qua trinh khoi

tao dir liéu ban dau (Plaintext), trudc khi dua dit
liu vao qué trinh xtr 1y thay thé 6 con
(SubCells), hoan vi bit (Permutation), cong khoa
vong (AddRoundKey).
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* Thay thé 6 con (SubCells): Cip nhat trang thai ma (Cipher State) S theo ciu triic hop thay thé

S-Box (Substitution Box) sau:
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Hinh 4. M6 ta cAu tric S-Box

* Hop thay thé S-Box (Substitution Box): 12
mot thanh phan co ban ctia hiu hét cac thuét toan
mi hoa khéi. S-Box hoat dong trén cac khéi dir
lidu 4-bit. S-Box 12 mot ham phi tuyén dugc sir
dung dé thuc hién hoan vi trén céc bit hodc byte
ctia dir liéu dau vao, khi d6, dit liéu du ra nhan
dugc 1a mot gia tri 4-bit (0000 dén 1111), tuong
g v6i két qua anh xa dit lidu dau vao (mot gia
tri 4-bit, tir 0000 dén 1111) theo ciu trac S-Box
nhu trén.

* Hoan vi bit (PermBits): Phép hoan vi trong
GIFT-128 la hoan vi ¢& muc bit (bit-Level
Permutation), thuc hién viéc di chuyén cac bit
dén cac vi tri moi theo nguyén tic nhét dinh.
PermBits thuc hién di chuyén mdi bit tai vi tri i
trong khéi 128-bit dén mot vi tri méi theo mot
anh xa dinh trudc, tir 46 mdi khéi trang thai ma
(Cipher State) So, S1, S2, S3 dugc hoan vi doc lap.
PermBits duoc thiét ké dé hoan d6i c4c bit nham
dam bao tinh bao mat va khuéch tan dit liéu dau
vao qua cac vong ma hoa. Bay la mot budc phi
tuyén tinh, két hop véi cau tric S-Box, phép
XOR cung khoa Key dé lam ting d6 kho cua
viéc phan tich thuat toan giup tang tinh phutrc tap
toan hoc cho dir liéu trudc kha ning tan cong
tuyén tinh (Linear Attacks) va tin cong sai léch
(Differential Attacks), ddm bdo tinh bao mat cua
thudt toan cling nhu tinh toan ven cua dir lidu.

* Cong khéa vong (AddRoundKey): Phép
bién d6i nay bao gom budc thém khéa vong
(Round Key) va hang s6 vong (Round Constant).
Dau tién, hai khdi 32-bit U, ¥ duoc trich xuat tir
trang thai khoa (Key State):

UW,|| Wy, V<W]|W,, RK = UV
Tiép theo, dé b sung khoa vong, Uva ¥ dugc
XOR véi 1 va Sz nhu sau:
S, « S, ®U, S« SV
B6 sung hing sé vong, S; dugc cap nhét nhu
sau:

S, < S, ® 0x800000XY , trong do
XY=00C,C,C,C,C,C

574737271700

Trang théi khoa sau khi dugc cap nhat nhu sau:

w, | W, [W,>>>2 || W,>>>12]
w, I W, - W, [ W,
w, I W w, I W,
e WL W [ s

Hang s6 vong dugc tao ra bang cach dung
thanh ghi dich phan hoéi tuyén tinh (Liner
Feedback Shift Register - LFSR), dugc ky hi¢u
la CsCsC3C2C1Co. Ham cap nhat gia tri ctia nod
duoc dinh nghia nhu sau:

Glleglleslle lle e, < clleslle e lle lles e, ©1
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Budc AddRoundKey bao gdm viéc két hop
khoa bi mat va hang sb vong vao trang thai ma
(Cipher State) trong mdi vong lap.

2.2. Ché d¢ ma héa xdc thwc COFB

Quy trinh giai thuat GIFT s dung ma khdi
GIFT-128 két hop ché d6 mi héa xac thuc
COFB, cho phép nang cao tinh bao mat va tinh
xéc thuc [9]. Khi do, cac 1énh goi khdi mat ma
(Block Cipher) Ex dugc thuc hién xen k& voi
1énh goi cua cac ham thanh phz‘in, va modi nonce
(VOiN € {O, 1}" ), duogc ma hoa béng Exdétaora

X

Pad(x) = { ” 10("
X

Khi d6, néu x khong rong va do dai ctia x chia
hét cho n thi chuoi x dugc gilr nguyén, nguoc lai
thi s€ noi cac bit 0 vao sau x.

* Ham phan hdi (Feedback Function) —
dugc dinh nghia dé xt 1y cac phép bién doi dir
liéu trong giai thuat GIFT-COFB, dam béo tinh
ngiu nhién va an toan trong qui trinh ma
hoa/gidi ma va xéac thuc. Véi Y e{O, 1}" va
chuoi Y dugc chia thanh 2  phéin
(Y[1]. Y[2])« Y, thi ham phan hoi G duoc
dinh nghia nhu sau:

G(Y) = (Y[2]. Y[1]<<<1)

Ham G(Y) thuc hién bién d6i dir liéu dua trén
viéc két hop Y[2] va Y[1] (da xoay trai) dé tao ra
mot dau ra méi. Haim G ciing c6 thé dugc biéu
dién nhu mot ma tran nxn, goi 1a ma tran khong
suy bién (Non-singular Matrix). Diéu nay dam
bao G c6 tinh chat ddo nguoc, gitp thuc hién
dugc cd ma hoa va giai ma.

Khi d6, véi M € Bva Y € B, ham phan hoi
trong qua trinh ma héa dit liéu p; thyuc hién phép
két hop gitra Y va M dé tao mot gia tri maoi, dugce

(| modn)fl)

gia tri ndi chudi ndi bo dau tién. Qua trinh nay
str dung mot thu tuc cat bot Trunc k(x) dé truy
xuét k bit quan trong nhét cia dau vao n-bit va
mot ham dém (Padding Function) m& rong cac
dau vao co do dai khong phai 1a boi s6 cua n, dé
dam bao dir liéu dau vao c6 kich thudc phu hop
voi yéu cAu cta thuat toan, thuong 1a mot boi $6
ctia kich thude ma hoa khéi [10].

* Ham dém (Padding Function) dugc mo ta
nhu sau:

,néu x#¢& va
|x|modn=0

, nguoc lai

dinh nghia 1a p,(Y,M)=G-Y@®M . Thi ham
ma hoa p(Y,M) su dung p, (Y,M) dé két hop
dir liéu goc M va trang thai trudc dé Y nham tao
ra dir liéu dau ra (Ciphertext) C dugc dinh nghia
nhu sau:

p(Y.M)=(p, (Y. M),YOM)

Ham giai ma p’(Y, C) dung phép XOR v¢i C
dé truy xuat M duogc dinh nghia nhu sau:

p'(Y,C)=(p(Y.Y®C),Y®C)

Trong d6: Y - gia tri chudi ngau nhién dau vao,
M - dit liéu dau vao, C - dit liéu sau khi duge ma
hoa, va G.Y - phép nhan ma trdn gita G va Y.
2.3. Thudt toan ma hoa/gidi ma va xdc thuc
GIFT-COFB 128-bit

Qua trinh ma hoda/giai ma va xac thuyc GIFT-
COFB 128-bit dugc xay dung theo quy trinh
duoc chuin héa, thuc hién tuan tu theo cac budc:
Khoi tao (Initiate), xtr 1y dir liéu lién két (Process
AD), xtr Iy ban tin dau vao (Process PT), tao thé
Tag (Gen Tag) [11, 12], chi tiét nhu Hinh 5.



P.Anh Tudn, T.L.Thing Pong, ... / Tap chi Khoa hoc va Cong nghé Dai hoc Duy Tan 4(71) (2025) 14-24 19

g2 Process AD

K LG H4 i Fr M <5 Fx

Initi ] :
nitiate All] 2L | or2 A2l 2L || o
N—s E

I3

t-—s{a—D—b—

X[0] Yol X[ Y[ Xz Y2

Process PT

M[1] 2031 || g2 M[2 201, || oo

YMZ ‘L.é
5 Xlo+1 Yed1]

cl

1] CPl
IMUH-J gatm=2gqi ‘ o2
l Gen Tag
Y[a4m—1] — @ é £y @T’ T,
7'7 Xlatm Y[aitm

Y 1
Clm

Ala] 2 "3'L| 0"
Ala 1]

"

90 1L | ot

Exy —Y]q

Xe—1 Ye-1] Xla]

Mm 1] gulm 23'L|\UI"2

Xla+2 Ye+2|

L7

X[a+m— 1]

Clm —1]

Hinh 5. So d6 khdi qua trinh ma hoa/giai ma va xac thuc cta thuat toan GIFT-COFB 128-bit.

* Qua trinh ma hoa:
Buéc 1: Khoi tgo. Y[0]<« Ey (N),
L« Trunc( ( [0])

+ Y[0]: Gia tri nonce, 1a mot gia tri ngau
nhién hodc duy nhét dugc st dung mot lan trong
cac giao thirc ma hda hodc gidi ma, dugec ma hoa
bang ham khéi Ex.

+ L: Gia trj duoc 1dy tir YT0], str dung ham cit

Trunc,,, délay n/2 bit dau tién.

Buéc 2: Pém dir liéu lién két (4). St dung
ham Pad(A) dé bién doi dit liéu lién két 4 thanh
cac khdi A[1], A[2], ..., A[a].

Buéc 3: Pém cho dir liéu dau vao (M). Néu
M # € (chudi rdng), thi sir dung ham Pad(M) dé
bién d6i dir liéu dau vao M thanh cac khéi M[1],
M[2], ..., M[m].

Bueéc 4: Xir Iy dit liéu lién két (A).

Thuyc hién vong lap tir i=1 dén a—1:

+ L <« 2-L(tinh todn L nhan voi 2);

+ X[i]« A[i]®G-Y[i-1]®L||0"* (phép
XOR két hop khéi dir liéu lién két, ham phdn hoi
va gid tri L);

+ Y[i] < E (X[i]) (md héa X[i] d@é sinh Y[i]);

+ Néu |4| khong chia hét cho n, thi: L« 3-L
(diéu chinh gia tri L dé xur Iy khoi cuoi).

Buée 5: Xur Iy di liéu dau vao (M).

Thuc hién vong lap turi =1 dénm — 1:

+ L«2-L;

+  Cl]« M[]®Y[i+a-1](sinh  khoi
Ciphertext);

+ X[i+a]< M[[|®G-Y[i+a—-1]® L 0"*;

+ Y[i+a]«E, (X[i+a]).

Xtr 1y khéi cubi M[m]:

+ Piéu chinh L néu |M| khong chia hét cho n;

+C[m] duoc tinh tt M [m]|®Y[a+m—1];

+ Tao gid tritag T: T < T TUNCy, ) -

Buéc 6: Tra vé két qua md héa: Xy, va tra
ve két qua dau ra gom: (C, T).

* Qua trinh giai ma:

Buéc 1. Khoi tao: Y[0]« E((N),
L« Trunc(n/z) (Y[O])

Buoc 2: Thém dém (Padding) cho dir liéu lién
két (4). Str dung ham Pad(4) dé bién d6i dit liéu
lién két A4 thanh cac khdi A[1], A[2], ..., A[a].



20 P.Anh Tudn, T.L.Thing Pong, ... / Tap chi Khoa hoc va Céng nghé Dai hoc Duy Tan 4(71) (2025) 14-24

Budoc 3: Thém dém (Padding) cho Ciphertext
(C). Néu C # ¢, thi sir dung ham Pad(C) dé bién
d6i Ciphertext C thanh thanh cac khoi
C[11,C[2],...,Clc].

Bueéc 4: Xir Iy dit liéu lién két (A).
Thyce hién vong lap tir i=1 dén a—1:
+ L2 L

+ X[i]« A[il®G-Y[i-1]®L]
+ Y[i] « E (X[i])

0n/2

Xir 1y khéi cudi ciia 4 néu 14| khong chia hét
cho n.

Buoc 5: Xu ly Ciphertext (C).

Thuyc hién vong 1dp tir i=1 dén c—1:

+ L«2-L;

+ M[i]« C[i]®Y[i+a—-1] (tinh lai khoi
dir liéu gdc tir Ciphertext);

+ X[i+a]« M[i]®G -Y[i+a-1]®L|0"

+ Y[i+a] < E (X[i+a]).

Xur 1y khéi cubdi cing:

+ Piéu chinh L néu |M| khong chia hét cho n;

+ M[c] dugc tinh tr C[c] va cac gié tri trudc
do;

+ Tinh lai tag 7' va so sanh véi T.

Buéc 6: Tra vé két qua gidi ma. Néu T'=T ,
dau ra 1a M (dix liéu gbc), nguoc lainéu 7" =T,
dau ra 1a gi4 tri 16i 1 (khong hop 18).

3. Thir nghiém va danh gia két qua

Trong nghién cltru nay, giai thuat GIFT-
COFB duoc trién khai trén nén tang ngoén ngit
md ta phan cimg Verilog HDL két hop véi cong
nghé FPGA. Mbi trudng phat trién st dung phan
mém Quartus II Version 4.2 cia Altera dé lap
trinh va cau hinh FPGA EP20K100TC144-3.
Cac chan /O cua FPGA duoc cdu hinh theo
chuan LVTTL/LVCMOS véi dién ap hoat dong
2.5 V. Tin hiéu dau vao va dau ra cia bd ma
hoéa/giai ma dugc két ndi dong bd qua cac chan
GPIO nham dam bao sy On dinh va déng bo
trong qua trinh xir 1y dir liéu. Bang phan b6 chan
(Pin Assignment) chi tiét dugc trinh bay trong
Béang 1.

Dé dap tmg yéu cau xir Iy song song va tbi uru
héa phan cting, dir liéu ban tin gdc (Plaintext) va
dir liéu lién két (Associated Data) déu dugc cb
dinh & d6 dai 128-bit. Thiét ké tich hop dong thoi
chirc ndng ma hoa va giadi ma trén cung mot
FPGA, cho phép danh gia toan dién hiéu nang va
tinh bado mat cua giai phap. Quy trinh thyc hién
bao gdm lap trinh, mo phong, va kiém tra trén
thiét bi thyc t& nham huéng toi kha ning ung
dung trong cac hé théng IoT doi hoi bao mat cao
va hiéu suét x 1y nhanh.

Béng 1. Phan bd chéan va chuén tin higu trén FPGA

Pin Name/Usage : Location : Dir. : I/O Standard : Voltage : I/O Bank : User Assignment
VCC_INT 1 : power : 2.5V :
Dataln[O] =2 sinput : LVITL/LVCMOS b
Dataln[1] 2.3 :input : LVTTL/LVCMOS N
GND 14 cgnd 3
Dataln[2] ) sinput : LVITL/LVCMOS '
Dataln[3] :6 sinput : LVTTL/LVCMOS ¥
Dataln[4] i) sinput : LVITL/LVCMOS i
Dataln[5] 18 :input : LVTTL/LVCMOS L
Dataln[6] £9 zinput : LVTTL/LVCMOS Y
Dataln[7] : 10 :input : LVITL/LVCMOS i
cs[0] 11 :output : LVTTL/LVCMOS i Y
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Hinh bén dudi (Hinh 6) trinh bay nguyén ly
t6 chtc kién truc phan cimg ctia bd mi hoa,
nham thyc hién quy trinh ma héa va tao thé Tag
tir cong cu Quartus II, gdm day du cac thanh
phan dugc mo ta trong thuat toan:

Khéi encrypt_init: Khoi tao (Initiate) gia tri
ban dau va gia tri offset dé chuan bi dua vao khoi
xur ly AD.

Khéi encrypt_ad: Xir 1y dit liéu lién két
(Process_ AD) dung dé két hop dir liéu lién két
(AD) vao trong qua trinh ma hoa.

Khdi encrypt_msg: Xt Iy ban ma dau vao
(Process_PT) ding dé ma hoa chudi dir liéu ban
dau (Plaintext) thanh chudi dir liéu di ma hoa
(Ciphertext).

Khdi encrypt_tag: Xir Iy cudi cing ding dé
tao ra thé Tag (Gen Tag) dung dé xac thyc dir
lidu lién két (AD) va chudi dir liéu ban dau
(Plaintext). Nho d6 ma n6 dam bao dugc tinh
bao mat va toan ven cua dir li€u.
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Hinh 6. Quy trinh ma hoa va tao thé Tag

Tuong tu, quy trinh gidi ma va xac thyc dir
li¢u tur cong cu Quartus II (Hinh 7) ciing duogc
xdy dung theo quy trinh dwoc chuan hoa, thuc
hién tuan ty theo cac budc:

Khéi decrypt_init: Khoi tao (Initiate) gia tri
ban ddu va gia tri offset d& chuan bi dua vao khdi
xu 1y AD.

Khéi decrypt_ad: Xir 1y dir liéu lién két
(Process_AD) dung dé két hop dir lidu lién két
(AD) vao trong qua trinh giai ma.

Khdi decrypt_msg: Xir Iy ban ma da ma hoa
dung dé giai ma chudi dir liéu dd duoc ma hoa

(Ciphertext) thanh chudi dit liéu ban dau
(Plaintext).

Khéi decrypt_tag: Xur Iy cubi cung dung dé
tao ra thé Tag (Gen Tag) dung dé xac thuc dir
liu lién két (AD) va chudi dir liéu ban dau
(Plaintext). N6 dugc dung dé so sanh véi thé Tag
trong quy trinh mi héa, néu hai thé Tag nay
gidng nhau chung t6 dir liéu lién két (AD) va
chudi dir liéu ban dau (Plaintext) khong bi thay
do6i trong qua trinh truyén di, nguoc lai s& xac
thuc thét bai.
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Hinh 7. Quy trinh gidi ma va xac thyc dir liu

trinh kiém thyc véi céc chudi dit liéu dau vao
nhu Plaintext, AD va Key dugc tao ra bang ham

Két qua mo phong dudi ddy duge trién khai
bz‘ing Verilog HDL thuc hi¢n toan by qué trinh

ma hoda/gidi ma va xac thuc. Thuc hién hai quy

- [tb/DUT/fenarypt/encrypt_init/i_ready
[tb/DUT fenarypt/encrypt_init/qift128/counter

- [tb/DUT/enarypt/encrypt_ad/i_ready
[tb/DUT fenarypt/encrypt_ad/qift128/counter

- [tb/DUT/fenarypt/encrypt_msgfi_ready
[tb/DUT fenarypt/encrypt_msg/gift128/counter

* [tb/DUT/decrypt/decrypt_init/i_ready

' [tb/DUT/decrypt/decrypt_init/qift128/counter

- [tb/DUT/decrypt/decrypt_ad)i_ready

' [tb/DUT/decrypt/decrypt_ad/gift128/counter

' [tb/DUT/decrypt/decrypt_msafi_ready

" /tb/DUT/dearypt/dearypt_msg/qift128/counter

-~ [tb/DUTfenarypt/encrypt_init/i_ready

' [tb/DUTfenarypt/encrypt_init/gift128/counter

[tb/DUT [encrypt/encrypt_ad/i_ready

. [tb/DUT fencrypt/encrypt_ad/gift128/counter
' [tb/DUT[encrypt/encrypt_msg/i_ready

/tb/DUT fenarypt/encrypt_msg/qift128/counter
/tb/DUT/decrypt/decrypt_init/i_ready
[tb/DUT/decrypt/decrypt_init/gift128/counter
' [tb/DUT/decrypt/dearypt_ad/i_ready
[tb/DUT/decrypt/decrypt_ad/qift128/counter

| [tb/DUT/decrypt/decrypt_msg/i_ready
' [tb/DUT/dearypt/decrypt_msg/qift128/counter

ngau nhién (Hinh 8) va (Hinh 9).
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Hinh 8. Két qua kiém thyc lan 1
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Bang 2. Cac gia tri vector vao\ra cho danh gia thiét ké

Dir liéu kiém thure lin 1 Dir lidu kiém thue lin 2
. 1ESDCD3C3B23F17606D7CDODO0F3E | DESE28BD2E58495CE2CA4ECSF4007
Plaintext 301 AES
Key 89375212B2C2846546DF998D06B97B0 | E77696CE793069F247ECDBSF8932D6
D 12
AD E33724C67CFDE9F9462DF78C76D457 | 0573870AB1EF6263B2A7266596AB58
ED 2C
Nonce B1F056638484D609C0895E8112153524 ng22727772AFF7E5D5 13D2AAE2ET
Cipherte | EE14649A9783A426F6CE48A0491E49 | 7902ESBAF3FOE726BEF0108151CEF
xt AB EB6
23FC97DDDABB46A 1B762793A0485A | CDOC860B2BED00546FF31F0A042AF
Tag
C4A DEO
Plaintext
... | IESDCD3C3B23F17606D7CDODO0F3E | DESE28BD2E58495CE2CA4ECSF4007
(sau giai
md) 301 AES

Két qua hién thi cho thay thuat toan ma hoa
va giai ma hoat dong chinh xac vi Plaintext dau
vao khép hoan toan vai Plaintext dau ra sau khi
qua qua trinh ma hoa va giai ma, cac Tag dugc
tao ra dung cach va co thé dung dé kiém tra tinh
xac thuc cua dir liéu. Ngoai ra, toan bo qua trinh
ma hoa va giai ma mét 240 chu ky dong hd tuong
duong chi 24 us voi tan s6 10 MHz so véi cac
thuat toan ma hoa phtrc tap nhu RSA va ECC c6
thé 1én dén 20 ms.

Tir két qua thyc hién hai 1an kiém tra cho phép
nhan xét rang thuat todan GIFT-COFB 128-bit da
duoc trién khai thanh cong trén phan cing va
kiém thyc chinh xac bang mo phong. Hé thong
dap ung t6t yéu cau vé tinh chinh xéc, bao mat,
va hi¢u qua trong xur 1y dit ligu.

4. Két luan

Dé tai di trinh bay co so 1y thuyét vé thuat
toan ma hoa sir dung ma khbi GIFT-128 két hop
ché do ma hoa xac thuc COFB, cho phép nang
cao tinh bao mat va tinh xac thuc dir liu. ba
trién khai thanh cong trén phan ctng trén nén
tang ngdn ngir mo ta phan cimg Verilog HDL va
cong nghé FPGA, két qua kiém thuc thuét toan
GIFT-COFB 128-bit dap tng t6t vé tinh bao mat
va toan ven cua dir li¢u, cling nhu hi¢u Suat xur

ly tinh toan, phu hop cho céc ting dung IoT co
tai nguyén va kha niang xir 1y tinh toan phan cimg
han ché.
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