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Tom tat

Trong nhimg ndm gan day, phat hién 15 hong bao mat trong ma ngudn di tré thanh mét yéu cau khong thé xem nhe
trong phat trién phan mém an toan. Cac phuong phap truyén thong thuong gap han ché vé kha nang tong quat hoa va do
hiéu qua khi xir Iy cac cdu trac ma phuec tap. Dé khic phuc van dé nay, nhiéu nghién ciru gan day da khai thac sirc manh
ctia cac mo hinh Deep Learning nham tw dong hoa qua trinh phat hién 16 hong. Bai bao nay trinh bay mot tong quan c6
hé théng vé cac kién trac phd bién trong linh vuc nay, bao gdm: Convolutional Neural Network, Long Short-Term
Memory, Bidirectional Long Short-Term Memory, Self-Supervised Learning, cung v&i cac mo hinh Transformer hién dai
nhu CodeBERT va CodeT5. Thong qua viéc phan tich hiéu suét cac mod hinh dya trén céac tiéu chi nhu do chinh xéc,
Fl-score va chi phi tinh to4n, bai bio nhim cung cip co s dinh huéng cho viéc Iya chon mé hinh phi hop trong bai toan
phat hién 16 hong ma ngudn

Tir khoa: Source Code Vulnerability; Deep learning; CodeBERT; GraphCodeBERT; GPT-4.

Abstract

In recent years, source code vulnerability detection has become an indispensable requirement in the development of
secure software. Traditional approaches often face limitations in generalization capability and efficiency when dealing
with complex code structures. To address these issues, a growing body of research has leveraged the power of deep
learning models to automate the vulnerability detection process. This paper presents a systematic overview of commonly
used architectures in this field, including Convolutional Neural Network, Long Short-Term Memory, Bidirectional Long
Short-Term Memory, Self-Supervised Learning, along with modern Transformer-based models such as CodeBERT and
CodeT5. By analyzing the performance of these models based on criteria such as accuracy, F1-score, and computational
cost, the paper aims to provide a foundation for selecting appropriate models for the task of source code vulnerability
detection.

Keywords: source code vulnerability; deep learning; CodeBERT; GraphCodeBERT; GPT-4.
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1. Giéi thi¢u

Trong nhimg ndm gan day, sb luong cac cudc
tn cong mang khai thac 16 hong bao mét trong
mé ngudn da gia ting déng ké, gay ra nhiing rui
ro nghiém trong d6i v6i an ninh thong tin ciia cc
hé¢ thong phan mém va hé thong thong tin va de
doa truc tiép dén loi ich kinh té va uy tin cuia nhiéu
doanh nghiép va t6 chirc tai chinh 16n. Theo thong
ké, chi riéng nam 2023, hon 26.447 15 hong phan
mém da dugc cong bd, trong d6 nhiéu 156 hong
lién quan tryc tiép dén 15i 1ap trinh va sai st trong
mé nguon [1]. Pang cha ¥, thoi gian trung binh tir
khi mét 16 héng dugc cong bd dén khi bi khai thac
trong thuc té di giam xudng con khoang 5 ngay
trong nam 2023, mirc thap nhét timg dugc ghi
nhén trong thap ky qua. Xu huéng nay cho thiy
cac nhom tan cong dang rat ngan dang ké thoi
gian phan tmg, vuot xa kha ning vé 15i ctia nhidu
t6 chure trung binh hién nay [2].

Trong bdi canh nay, viéc phat hién 15 hong
bao mat trong ma ngudn trd nén cap thiét. Cac
mo hinh Hoc sau (Deep Learning) da va dang
dugc nghién ciru dé ty dong phat hién 16 hong,
nho kha niang hoc dic trung tryuc tiép tir dit lidu
dau vao ma khong can thiét ké thii cong — mot
loi thé 16n so véi cac phuong phap truyén thong
hodc hoc may théng thudng. Diéu nay giup nang
cao hiéu suat phat hién va giam thiéu sy phu
thudc vao chuyén gia bao mat. Cac kién trac Hoc
sau pho bién dugc ap dung trong phat hién 15
héng mi ngudén bao goém: (i) Convolutional
Neural Network (CNN) - hi¢u qua trong trich
xuat dic trung cuc bd tr doan ma; (ii) Long
Short-Term Memory (LSTM) va Bidirectional
LSTM (Bi-LSTM) - cho phép hoc thong tin theo
trinh ty va hiéu rd ngir canh ma ngudn; (iii) Self-
Supervised Learning (SSL) - khai thac dir liéu
khong nhin dé hoc biéu dién hiéu qua; va (iv)
caic md hinh Transformer hién dai nhu
CodeBERT, CodeT?5, st dung co ché Attention
dé hoc nglt canh sau, dat dg chinh xac cao nhung
doi héi tai nguyén tinh todn 16m [3].

2. M6 hinh va dir liéu

Viéc phat hién 16 hong trong mi ngudn doi
hoi cac md hinh c6 kha ning hiéu sau ca vé ngir
nghia va ciu tric ctia chuong trinh. Trong phan
nay, chiing toi trinh bay céc kién trac mo hinh
Hoc siu tiéu biéu duoc st dung trong nhiing
nghién ctru gn day, cling véi cac bo dir lidu
huan luyén phd bién nham hd trg danh gia va so
sanh hiéu qua giira cdc phuong phap. Viéc két
hop lya chon mé hinh phii hop va dir liéu chét
luong dong vai trd then chét trong viée xay dung
hé théng phat hién 16 héng bdo mat hi€u qua va
c6 kha nang trién khai thuc té.
2.1. M6 hinh Hoc siu trong phdt hién 16 hong

Céac md hinh Hoc sau da va dang dugc trién
khai rong rai trong bai toan phat hién 16 hong
nho kha ning hoc tu dong biéu dién ngit nghia,
phat hién miu nguy hiém va suy ludn tir ngir
canh phrc tap trong ma ngudn. Dudi day 1a mot
sO kién tric tiéu biéu dugc st dung phd bién
trong cac nghién ctru tir nam 2019 dén nay:

« CNN: mé hinh sir dung cac 16p tich chap dé
trich xuat dic trung cuc bd tor doan ma, két hop
v6i cac 16p pooling dé giam chiéu dir lidu va cac
16p Fully Connected cing Softmax dé thuc hién
phan loai. CNN thuong dugc su dung trong céc
nghién ctru dau tién nhu VulDeePecker voi dau
vao 1a chudi Word2Vec hoic cay cu phap triru
tuong (AST) [4].

« LSTM: m6 hinh xi&r Iy ma ngudn nhu mot
chudi thoi gian, st dung Embedding Layer dé
anh xa token sang khong gian vector. LSTM c6
kha ndng luu gilt thong tin dai han, giup phat
hién cac quan hé logic xuyén sudt trong doan ma
¢6 chiéu sau ngir nghia [5].

« Bi-LSTM: 14 phin mo rong ctia LSTM, cho
phép hoc thong tin tir ca hai chiéu cta chudi ma.
Viéc tich hop thém Attention Mechanism gitp
mo hinh tap trung vao cac ving ma quan trong,
tir 46 nang cao do chinh x4c trong nhan dién 15
héng [6].
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« SSL: mb hinh dugc tién huin luyén bang ky
thuat Masked Language Modeling trén tap dir
lidu khong gén nhan, sau do6 fine-tune trén dir
liéu c6 nhan cho nhiém vu phat hién 16 héng.
Mot vi du dién hinh 1a CodeBERT, sir dung kién
trac Transformer 1am backbone va két hop véi
16p phan loai Multi-Layer Perceptron (MLP) [7].

* Transformer-based Models (CodeBERT,
CodeT5): CodeBERT su dung Masked
Language Modeling dé hoc biéu dién ngir nghia,
trong khi CodeT5 duogc xdy dung dua trén mo
hinh TS va 4p dung ky thuat Masked Span

Prediction dé hoc duoc cac mdi quan hé sau hon
trong doan ma dai. Khi tinh chinh cho nhiém vu
phat hién 16 hong, cac mo hinh nay sir dung
attention dong va 16p MLP d¢ phén loai [8].

Mic di mdi kién tric mé hinh Hoc sau déu
c6 nhimng dic diém riéng, viéc so sanh téng quan
gitp 1am 1& vu diém, han ché va diéu kién ung
dung phu hgp cua tung mo hinh. Bang dudi day
trinh bay mot s6 tiéu chi so sanh giira ndm kién
trac phd bién duoc sir dung trong bai toan phat
hién 16 hong ma ngudn.

Bang 1. So sanh mot s6 mo hinh Hoc sau tiéu biéu trong phat hién 15 hong ma nguén

Tiéu chi CNN LSTM Bi-LSTM SSL CodeT5
Huéng xir Iy Cuc bd Mot chiéu | Hai chiéu Phi tuyén Hai chiéu
Khi ning hoc ngir Thép Trung binh Tét Cao Rét cao
canh
Dir lidu yéu cau Co6 nhan Co6 nhan Co6 nhan Khong nhan | Khong nhan
, . o Céu trac Mi khéng | Ma dai, ngir
Thich hop cho M3 ngan M3 tuan ty phic tap nhin canh siu
Tinh linh hoat trién . . Thap (yéu
Khai Cao Trung binh | Trung binh Cao ciu GPU)

2.2. Dir li¢u hudn luyén

Dé huan luyén va danh gia cac mo hinh mot
cach hi¢éu qua, dir liéu dong vai tro quan trong
trong vi¢c dam bao tinh dai dién va kha nang
téng quat hoa ciia mo hinh. Mgt tap dir liéu tbt
khong chi can ¢6 kich thudc dit 16n ma con phai
phan anh da dang cac kiéu 16 hong, ngit canh ma
ngudn, ciing nhu sy phan bd hop 1y giita cac 16p.
Ngoai ra, dir li¢u can duoc gén nhan chinh xac

va thé hién duogc cac dic trung quan trong ciia 15
héng thuc té nham hd tro mo hinh Hoc sau khai
thac triét dé thong tin dau vao. Viéc lya chon tép
dit liéu phu hop gitp cai thién chat lugng huan
luyén, tranh hién tuong hoc 1éch (bias) va gop
phan ting d tin cdy cho qua trinh ddnh gia mo
hinh. Bang 2 mé ta mot sb bo dir liéu dugc sir
dung phd bién trong nghién ctru phat hién 15
héng phan mém hién nay.
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Bang 2. Bang mb ta cac bd dir lidu phd bién

Tap dit liéu Mo ta

Nguon goc / Ung dung

Juliet Test Suite | 50 5¢ nhidu loai CWE

BO dir liéu tir NIST, gém ma c6 va khong co

Chuén cong nghiép, danh gia mo
hinh hoc may [9]

Mau 161 10 rang tir cong cu kiém thu, da

Dung dé benchmark hé thdng

tom tat...

SATE IV . - -
ngdn ngilt phat hién 161
Vuldeepecker | Gan nhan tor GitHub va NVD, phuc vu mo6 Tyich xuélt~ dac trung tor ma cé
Dataset hinh CNN gan dong 161
Devign Dataset Ma c6/khong 161 tu GitHub, dung cho GNN | Dt li¢u thyc té, giau nglr canh
va Transformer [10]
CodeXGLUE Tap da nhiém, gom phat hién 161, dich ma, | Chuan benchmark cho mé6 hinh

hoc sau hién dai

Céc bg dir li¢u trén c6 pham vi va dinh hudng
khac nhau. Trong khi Juliet Test Suite va SATE
IV dugc thiét ké dé kiém tra mo hinh hoc may
truyén théng v6i mau 13 c6 cdu trac 13 rang, thi
VulDeePecker va Devign cung cap dit lidu tir

mai trudng thuc té, phit hop hon véi cac mé hinh
Hoc sau hién dai nhu CNN hoac Transformer.
CodeXGLUE la lya chon tt cho cdc md hinh
pre-trained da nhi€ém nh¢ tinh da dang va tinh
ung dung cao.

Bang 3. Bang so sanh cac bo dir li¢u theo mot sb tiéu chi

Tiéu chi Juliet SATE IV | VulDeePecker Devign CodeXGLUE
Gin nhan 16 hong Co Co Co Co Co
Ma thuc té hay Téng 2 X £ oy
@ ng hop hop Tong hop Thuc té Thuc té Ca hai
HO tronhiCu Co Co C++/C C-++/Python Nhidu
ngdn ngit
TthhA h({p cho H(',)C Trliyen CNN GNN, Transformer
md hinh may thong Transformer
So lugng mau | Rat16n Vira Trung binh Vira Lén

Viéc lya chon bg dir liu phu hop 1a rat quan
trong vi chét luong va dg da dang cua dir liu s€
anh hudng truc tiép dén hiéu suit cua cac mod
hinh hoc may. Ngoai ra, mot sé nghién ctru gan
day cling dé xut viéc tao ra cac bo dir liéu téng
hop hodc str dung phuong phéap hoc c6 giam sat
va khong giam sat dé phat hién 16 hong trong ma
ngudn thyc té.

Bén canh cac tiéu chi vé quy mé va do phong
pht, mot van dé quan trong khac can dugc xem
xét 1a nguy co mat can bang gitra cac 16p nhén,
v6n ¢6 thé anh hudng tiéu cuc dén qua trinh huén
luyén va danh gid mo6 hinh.

Cu thé, Juliet Test Suite dugc xdy dung theo
nguyén tic kiém soat, nén thuong dam bao ty 18

tuong ddi can bang gitta ma chira va khong chta
16 hong. Trong khi d6, cac tap nhu
VulDeePecker va Devign, von thu thap tir moi
truong ma ngudn thuc té, lai c¢6 xu hudng
nghiéng manh vé ciac mau “an toan” (non-
vulnerable), khién 16p “vulnerable” trg thanh
thiéu sb.

Su mét can ddi nay ¢6 thé anh hudng tiéu cuc
dén qua trinh huén luyén, lam mo hinh dé du doan
1éch vé 16p chiém uu thé va bo sot cac truong hop
16i nghiém trong. M6t s6 nghién ctru da dé xuat
cac hudng tiép can dé giam thiéu tic dong, chang
han nhu tai can bang dit liéu (resampling), diéu
chinh trong s trong ham mét mat, hodc ap dung
danh gia chéo nhiéu lan (k-fold cross-validation)
dé dam béo tinh khach quan.
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Viéc nhan dién va xt 1y van dé nay ngay tir
giai doan tién xir 1y dir liéu co vai tro then chot
trong viéc xdy dung mo hinh 6n dinh va c6 do
bao phu cao.

3. Mt so nghién ciru lién quan

Trong nhitng nim gan ddy, di c6 nhiéu
nghién ctru dugc dé xuit nham cai thién hiéu qua
phat hién 16 hong ma ngudn thong qua cac md
hinh Hoc sau. Mbi nghién ciru tap trung vao mot
hudng tiép can nhat dinh, tir viéc trich xuét dic
trung cuc bd bing CNN, dén hoc chudi béng
LSTM, va tién xa hon 1a st dung cac mo hinh
tién tién nhu SSL va Transformer. Hiéu qué cta
cac mo hinh Hoc sau nay thuong dugc danh gia
thong qua cac chi s phd bién trong hoc may, bao
gom:

« Accuracy: do chinh xéc tong thé do luong
ty 1€ cac du doan dung so véi toan bo tap dir lidu
kiém tra, duoc tinh theo cong thirc:

TP+TN

Accuracy = (1)
TP+TN+ FP+FN

trong d6 TP la s6 mau duong tinh dugc du doan
dung (True Positive), 7N 1a sé mau 4m tinh duoc
du doan ding (True Negative), FB 1a sé mau am
tinh bi du doén sai 1a duong tinh (False Positive),
va FN 1a sé mau duong tinh bi dy doan sai 13 4m
tinh (False Negative).

* Precision: d§ chinh xac dy doan duong tinh
phan &nh muc do tin cdy khi mé hinh du doan
mot mau 1a duong tinh:

P
Precision = ——— (2)
TP +FP
trong do6 cac ky hiéu mang y nghia twong tu nhu
trong biéu thuc (1).

* Recall: kha nang phat hién duong tinh thuc
su thé hién kha ning cia mo hinh trong viéc phat
hién ding cic mau duong tinh trong tap dir liéu:

TP

Recall = m
i (3)

trong do6 cac ky hi¢u mang y nghia tuong ty nhu
trong biéu thic (1).

* Fl-score 1a chi sé tong hop can bang giira
Precision va Recall, dugc dinh nghia nhu sau:

.. R
Fl— score 2x Precisionx Recall )
Precision+ Recall

véi Precision va Recall duge xac dinh theo biéu
thae (2) va (3).

Céc nghién ciru gan day da ap dung céc chi
sO nay dé danh gia hiéu qua mo hinh mét cach
toan di¢n, thay vi chi dua vao do chinh xac téng
thé (Accuracy). Dudi ddy 13 mot s6 nghién ctru
tiéu biéu minh hoa cho cac hudng tiép can khac
nhau.

« Akter et al. (2023): Phét hién 16 hong ma
ngudn bang CNN [11]

Y tuong: Nghién ctru nay dé xuit mot mo
hinh hoc sau str dung mang CNN dé phat hién
cac doan ma chtra 16 hong trong phan mém. Muc
tidu 1a ty dong hoc cdc mau dic trung nguy hiém
trong ma ngudn thong qua cac 16p tich chép, thay
vi dua vao cac k¥ thuat thu cong hodc dac trung
tinh nhu trude day.

K¥ thudt va mo hinh: M ngudn duge xir 1y
thanh chudi dic trung dau vao, sau d6 dua qua
cac 16p convolutional 1D dé trich xut mau cuc
bd. Sau 16p pooling nham giam chiéu va tranh
qua khép, dau ra duge két ndi véi 16p fully
connected va ham softmax dé thyc hién phan
loai. M6 hinh dugc huin luyén bang thuét toan
t6i vu Adam, sir dung ham mét mat categorical
cross-entropy.

Tap dir liéu: Dir liéu dugc thu thap tu nhiéu
du 4n ma ngudén mé cd gan nhin sin. Tuy bai
bao khong cong bd cu thé tén tap dir liéu, nhung
dit liéu bao gébm cac doan ma an toan va chira 16
hong da duoc chuan héa trudce khi huan luyén.

Két qua thyc nghiém: Accuracy: 91.3%;
Precision: 90.3%; Recall: 89.5%; Fl1-score:
90.1%.
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Uu diém va han ché: M6 hinh c6 cu trac don
gian, dé trién khai va phu hop voi méi trudng
han ché tai nguyén. Tuy nhién, do chi khai thac
dac trung cuc bo, moé hinh chua tan dung dugc
ngit canh tong thé trong ma nguon, dan dén hiéu
sut phan loai chua cao so voi cac mé hinh Hoc
sau hién dai.

» Wartschinski et al. (2022): Phat hién 15 hong
ma ngudn bang LSTM [12]

Y tuong: Nghién ctru niy dé xudt mot hé
thong phat hién 15 hong str dung mo hinh LSTM
két hop v6i biéu dién mi ngudn bang
Word2Vec. Y tuong chinh 14 tin dung kha ning
hoc chudi cia LSTM dé phat hién céc biéu hién
16 hong xuat hién theo ngit canh, dic biét trong
cac cam két stra 161 bao mat duoc thu thap tur cac
kho ma ngudn ma. Muyc tiéu 14 phat hién 16 hong
& cap do dong (line-level) ma khong can thong
tin phy tro nhu nhin thi cong hay dic trung thiét
ké san.

Ky thuit va mo6 hinh: M6 hinh st dung
pipeline gém hai thanh phan chinh: vector héa
ma ngudn bang Word2Vec va mo hinh LSTM
hai 16p véi dropout va ham softmax ¢ dau ra.
Mdi doan mi dau vao dugc xir 1y thanh chudi
token roi nhing vao khong gian vector. Sau khi
di qua LSTM, d4u ra s& dugc phan loai thanh 15
héng hodc khong.

Tap dir lieu: Tap dir liu dugc xdy dyng tur
1.009 cam két sira 18i bao mat (vulnerability-
fixing commits) tir nhidéu dy 4n ma ngudn mo
trén GitHub. Dit liéu bao gém 7 loai 15 hong phd
bién nhu SQL Injection, XSS, Remote Code
Execution va Command Injection, dugc gin
nhin ty dong bang cach ddi chiéu véi co so dir
liéu CVE.

Két qua thuc nghiém trung binh: Accuracy:
90.2%; Precision: 89.5%; Recall: 82.5%; F1-
score: 85.0%.

Mo hinh LSTM cho két qua t6t & nhiéu loai
16 hong khac nhau va c6 kha ning ap dung thuc

té véi dir lidu thu thap tuy nhién tir dy 4n ma
nguén mo. Tuy nhién, m6 hinh van gap han ché
khi xir Iy cac thay do6i phirc tap giira cac phién
ban mi hodc can giai thich két qua 16 rang hon
trong moi truong doanh nghiép.

* Zhang et al. (2022): Phat hién 16 hong ma
ngudn bang Bi-LSTM [13]

Y tuong: Nghién ciru nay dé& xuit moé hinh
Hoc sau két hop giita Bi-LSTM va co ché
Attention nham khai thac t6i da thong tin ngir
canh hai chiéu trong ma hop dong thong minh.
Muc ti€u la giip md hinh khong chi ghi nhé
dugc cac dac trung quan trong trong doan ma ma
con biét duge vi tri ndo can “tap trung” vao dé
dua ra du doan chinh x4c nhét vé 13i.

Ky thuat va mo hinh: Mdi hop dong thong
minh dugc chuyén thanh chudi opcode c6 do dai
¢b dinh (6000 opcode), sau d6 dua vao 16p nhing
va xir Iy qua hai 16p Bi-LSTM. Co ché Attention
duoc dit sau Bi-LSTM dé xac dinh trong s6 dong
gdp cua timg vi tri trong chudi. Pau ra cudi cing
di qua 16p fully connected va ham softmax dé
phan loai hop dong c6 16i hay khong. M6 hinh
duoc huan luyén bang bo tdi wu héa Adam véi
ham mét mat binary cross-entropy.

Tap dir lidu: Tap dir liu gdm 45.622 hop
dong thong minh thyc t& duoc thu thap tir nhidu
ngudn, trong d6 mdi hop dong da dugc gin nhin
¢6 15i hoic khong. Dt liéu dugc chuin hoa vé
dinh dang opcode trudc khi dua vao mo hinh.

Két qua thuc nghiém: Accuracy: 95.4%;
Precision: 95.3%; Recall: 95.4%; FI1-score:
95.4%.

Ut diém va han ché: Hoc duoc ngir canh dﬁy
da hon so v6i LSTM, gitip mo hinh nhén dién tét
cac 16 hong phirc tap; tich hop Attention gitp mo
hinh tap trung vao cac doan ma quan trong, cai
thién hiéu suit; huin luyén cham hon so voi
LSTM va CNN do phai xir 1y hai chiéu dit liéu;
can nhiéu tai nguyén tinh toan hon, yéu cau GPU
manh dé dat hiéu suat ti wu.
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* Zhang et al. (2023): Phat hién 16 hong ma
ngudn bang SSL [14]

Y tuwong: Nghién ctru nay ap dung hoc tu
giam sat (SSL) dé huan luyén mé hinh phat hién
16 hong mi ngudn ma khong can nhan dir lidu.
Bang cach tan dung luong 16n ma ngudn c6 san,
mo hinh c6 thé hoc biéu dién dic trung hiéu qua
trude khi dugc tinh chinh dé phat hién 16 hong.

K¥ thudt va mo hinh: Pre-training v&i Masked
Language Model (MLM) - Sir dung kién tric
Transformer dé che gidu mot sé phan tir trong
doan ma va yéu cau mé hinh dy doan phan bi
che gidu; Fine-tuning cho nhiém vy phat hién 15
héng: sau khi tién huan luyén, mé hinh dugc tinh
chinh bang mot tap dir liéu c6 nhin dé t6i wu hoa
cho nhiém vu phét hién 16 héng; st dung mod
hinh CodeBERT lam backbone, két hop vai 16p
MLP dé phan loai doan ma c6 hodc khong c6 16
héng tim an trong do.

Tap dir liéu: BigCode Dataset (~10 tri¢u doan
ma nguon tir cac du an cia GitHub, khong c6
nhan, dung cho pre-training); Devign Dataset
(~24.000 doan ma; chura 16 héng, c6 nhan, dung
cho fine-tuning).

Két qua thyc nghiém: Accuracy: 95.2%;
Precision: 93.5%; Recall: 96.0%; F1-score:
94.7%.

Uu diém va han ché: Khong can nhiéu dit liéu
¢6 nhan, giam chi phi thu thap va gan nhan dir
lidu; hiéu suat phat hién cao nho viéc hoc bicu
dién ma nguén tor lugng dir liéu 16n; thoi gian
huén luyén dai do can pre-training trén tap dir
liéu 16n; yéu cau tai nguyén phan cing manh
(multi-GPU) dé dat hiéu suat t6t nht.

« Li et al. (2024): Phét hién 15 hong ma ngudn
bang Transformer t&i vu héa [15]

Y tuong: Nghién ciru nay dé xuat mot phién
ban Transformer t6i wu hoa danh riéng cho ma
ngudn, gitp cai thién hiéu suat phat hién 15 hong
bang cach ting cuong kha niang dién giai quan
hé ct phap va dong diéu khién trong ma ngudn.

K§¥ thuat va m6 hinh: Str dung CodeT5 lam
nén tang, mot bién thé cia TS5 (Text-to-Text
Transfer Transformer) duoc tinh chinh dé xir 1y
mé ngudn; co ché Attention cé trong sd dong
gitip mo hinh tap trung hon vao cac doan ma co
kha ning chtra 16 hong cao; Pre-training voi
Masked Span Prediction (MSP): cdi thién kha
nang hiéu mé ngudn bang cach yéu cau mo hinh
du doan cac phén bi che giéu trong mdt doan ma;
Fine-tuning trén dit liéu c6 nhan, véi mot 16p
MLP dé phan loai 16 hong.

Tap dir licu: BigCode Dataset (~12 tri¢u doan
mi ngudn, dung cho pre-training); VulnDB
Dataset (~30.000 doan ma c6 nhan vé 18 héng,
dung cho fine-tuning).

Két qua thuc nghiém: Accuracy: 96.8%;
Precision: 95.2%; Recall: 97.5%; F1-score:
96.3%.

Uu diém va han ché: Hiéu suat phat hién 15
hong cao nhit trong nhom Hoc siu; mé hinh khai
théc hiéu qué tuong tac ngit nghia giita cac khoi
chirc nang trong chuong trinh; ¢6 thé ap dung
cho nhiéu ngdn ngit 1ap trinh khac nhau (C/C++,
Python, Java, Java script,...); yéu cau tai nguyén
phan cimg 16n dé huan luyén va trién khai; chua
dugc kiém thir trén ma ngudn thyc té voi quy mo
16n.

4. Danh gi va dé xuit
4.1. Danh gia

Cac mo hinh hoc sau nhu CNN, LSTM, Bi-
LSTM két hop Attention, Self-Supervised
Learning va Transformer da dugc ap dung rong
rdi trong phat hién 16 hong ma ngudn véi nhidu
cach tiép can va mirc d6 hiéu qua khac nhau. Moi
mé hinh ¢6 uwu thé riéng vé kha nang hoc dac
trung, ngit canh va hiéu suét tinh toan. Dé 1am rd
nhitng khac biét ndy, phan nay trinh bay tong
quan két qua thuc nghiém dudi dang biéu do, so
sanh hiéu qua cua timg mé hinh qua céc chi s6
danh gia phd bién nhu Accuracy, Precision,
Recall va F1-score. Biéu d6 khong chi gitp nhan
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dién mo hinh c6 hiéu ndng vuot trgi ma con phan
anh sy danh doi giira d6 chinh xac va chi phi tinh
toan. Pay 1a co s¢ dé dinh huéng lya chon mé

100.00%
95.00%
90.00%
85.00%
80.00%
75.00%

LSTM

Wartschinski et al.
- 202

Akter et al. (2023) 2021)

B Accuracy 91.30% 90.20%

M Precision 90.30% 89.00%

m Recall 89.30% 82.50%

Fl-score 90.10% 85.00%

Zhang et al. (2022
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hinh trong thyc t&, pht hop véi yéu cau vé hidu
nang, tai nguyén va do chinh xac.

Transformer
(CodeT5)

Self-Supervised

Bi-LSTM
Learning

Wang et al. (2023) Lietal. (2024)

95.30% 95.30% 96.80%
95.40% 94.10% 95.20%
95.20% 96.80% 97.50%
95.40% 95.40% 96.30%

Hinh 1. Hiéu qua cac mo hinh hoc sau trén cac chi so danh gia phan loai

« Tir két qua thyc nghiém, co thé thy rang
Transformer (CodeT5) cua Li et al. (2024) dat
hiéu sudt cao nhat trong cac nghién ctu duoc
xem xét. V&i accuracy 96.8%, Precision 95.2%,
Recall 97.5%, va Fl-score 96.3%, m6 hinh nay
thé hién do chinh xac vuot trdi trong viéc phat
hién 16 hong ma ngudn. Piéu nay c6 thé duoc Iy
giai boi kha nang hoc nglt canh sdu cua
Transformer, giup mé hinh hiéu duoc cac mbi
quan hé phic tap trong ma ngudn. Tuy nhién,
nhuoc diém 16n nhat ciia phuong phap nay la
thoi gian huan luyén 1én t6i 18 gio, do yéu cau
tinh toan cao va sb luong tham sb 16n.

* MO hinh Self-Supervised Learning trong
nghién ctru cia Wang et al. (2023) cling dat hi¢u
suét rat an tugng v6i Accuracy 95.3%, Precision
94.1%, Recall 96.8% va Fl-score 95.4%.
Phuong phap nay tan dung lugng 16n ma ngudn
khong gin nhan dé tién huin luyén, sau d6 tinh
chinh trén dit liéu c6 nhén, gitp giam dang ké

chi phi thu thap dir liéu ma van dam bao hiéu qua
cao trong phat hién 16 hong. Thoi gian huan
luyén khoang 15 gid, thdp hon Transformer,
nhung van yéu cau hé thdng tinh toan di manh
(multi-GPU), diéu nay cho thdy day la mot
huéng di day tiém niang néu cin can bang giita
hiéu nang va chi phi huin luyén.

« Tiép theo, mo hinh Bi-LSTM do Zhang et
al. (2022) d& xuit dat Accuracy 95.3%, Precision
95.4%, Recall 95.2% va Fl-score 95.4%, cho
thiy hiéu qua ngang bang véi SSL trong khi
khong can pre-training. Bi-LSTM c6 kha niang
xtt Iy chudi theo ca hai huéng, tir trudce ra sau va
nguoc lai, cho phép mé hinh ndm bat bdi canh
day di hon so v6i LSTM thong thuong. Mic du
khong c6 thong tin chi tiét vé thoi gian huén
luyén, ciu trac hai chiéu cta Bi-LSTM thuong
yéu cau thoi gian xir Iy dai hon so v6i LSTM,
ddc biét 1a véi dir liéu dau vao lon.
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* M6 hinh CNN, duogc trinh bay trong nghién
ctru cua Akter et al. (2020), dat Accuracy 91.3%,
Precision 90.3%, Recall 89.5% va Fl-score
90.1%, nhinh hon so v4i LSTM trong cung bang
so sanh. Mic du CNN vén khong duogc thiét ké
dé xir 1y dir lidu chudi nhu ma ngudn, md hinh
nay van c6 kha niang khai thac tot cac dic trung
cuc bd va cho hiéu qua dang ké khi ap dung vao
phat hién 16 hong. Két qua cho thiy rang véi kién
trac don gian, CNN van c6 thé dat dugc do chinh
xéc tuong ddi cao, dic biét trong cac tinh hudng
¢6 cau triic ma On dinh va it phy thudc ngir canh.
Tuy thoi gian huan luyén khong duoc cong bd
cu thé, CNN thuong co tdc do xur Iy nhanh hon
so voi cac mo hinh hoc chudi nhu LSTM va Bi-
LSTM, do d6 c6 thé 1a Iyra chon phu hop cho céc
hé théng yéu ciu phan hodi nhanh, gi6i han tai
nguyén hodc can trién khai thoi gian thyc. Tuy
nhién, do chi hoc dugc cac dic trung cuc bd, mo
hinh nay van gip kho khin trong viéc phat hién
cac 16 hong phu thudc vao ngit canh dai hodc céu
tric 10ng ghép trong ma ngudn.

« Cudi cung, LSTM trong nghién ctru cua
Wartschinski et al. (2021), dat Accuracy xap xi
89.0%, Precision va Recall lan luot khoang
89.0% va 82.5%, voi Fl-score trung binh
khoang 85.0%, thap nhat trong s6 cic mo hinh
hoc chudi dugc so sanh. LSTM 1a kién trac co
kha ning ghi nhé chudi dai han mot cach higu
quéa hon so v&i RNN truyén thong, nhung do chi
xtr 1y dit liéu theo mot chiéu (tir dau dén cudi),
mo hinh nay van bi giéi han trong viéc nam bét
cac quan hé ngit canh hai chiéu hodc cac rang
budc logic ngugc chiéu trong doan ma. Uu diém
cia LSTM ndm & ciu trac don gian hon Bi-
LSTM, d& trién khai hon Transformer va it yéu
cau vé tai nguyén hon cac mé hinh tién tién. Tuy
nhién, voi két qua thuc nghiém ¢ mtrc trung binh
va chua co6 thong tin cu thé vé thoi gian huén
luyén, md hinh nay duong nhu khong phai 1a lua
chon ti wu trong cac tmg dung can d6 chinh xac
cao hodc yéu cau kha niang phat hién 16 hong
phtrc tap.

C6 thé thiy, cic mo hinh Transformer va
Self-Supervised Learning cho két qua tot nhat vé
d6 chinh xac va kha niang phat hién 16 hong
nhung doi hoi thoi gian huan luyén dai va tai
nguyén tinh todn 16n. Bi-LSTM la mét lva chon
can bang giita d6 chinh xac va thoi gian huin
luyén, trong khi LSTM c6 d6 chinh xac thip hon
nhung van hiéu qua hon CNN. CNN mic du c6
téc d6 huan luyén nhanh nhat, nhung lai khong
phu hop dé phat hién 16 hong ma ngudn véi do
chinh xac cao. Do d06, dé nang cao hiéu qua cia
hé théng phat hién 16 héng, viéc nghién clru va
tdi wu hoéa cac mo hinh Transformer 14 mot
hudéng di hop 1y.

4.2. Pé xuit ciia chiing t6i

Nhiing phan tich va so sanh trong muc 4.1
cho thdy rang mdi mo hinh Hoc siu déu co
nhing vu diém va han ché riéng, phu thudc vao
ngir canh tng dung, dir liéu dau vao va muc tiéu
trién khai. Nham hudng dén viéc xay dung céac
h¢ théng phat hién 16 hong hiéu qua hon trong
thue té, chung toi dé xuét mot $6 hudng cai tién
va phat trién mo hinh trong twong lai.

a) Két hop mo hinh hoc sau véi phén tich ma
truyén thong

Céc phuong phap Hoc sdu c6 thé dugc ting
cuong hiéu qua khi két hop véi két qua tir phan
tich tinh (AST, CFG, PDG) hoac phan tich dong
(trace, call graph). Thay vi huén luyén mé hinh
trén chudi token thuan tuy, viéc trich xuat dic
trung tir cac cau trac biéu dién chuong trinh s&
gitp mo hinh Hoc sdu hiéu dugc ngir canh, dong
diéu khién va phy thudc dir lidu.

Chung toi dé xut xdy dung mé hinh hybrid,
trong d6 két hop Transformer véi dic trung phan
tich tinh/dynamic nhu mot phan embedding
input, tir d6 nang cao kha nang phat hi¢n va giam
canh bdo sai.

b) Thiét ké mo hinh Transformer chuyén biét
cho phat hién 15 hong

Mac du CodeBERT, GraphCodeBERT hay
CodeT5 da chimg minh hiéu qua trong hiéu ma
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ngudn, cac mo hinh nay chua duoc téi wu hoa
cho bai toan phat hién 16 hong. Chung t6i dé xudt
phat trién mot mo hinh Transformer chuyén biét,
két hop giita biéu dién dang chudi (sequence-
level) va biéu dién dang do6 thi (CPG, AST),
dugc huan luyén dac thi cho phéan loai ham hozc
dong chira 16 hong.

Viéc bd sung attention vao ludng diéu khién
hodc dependency-level (graph-aware attention)
¢ thé cai thién manh mé hiéu suét so véi céac
phuong phéap dwa vao embedding truyén thong.

¢) Nang cao kha ning téng quat hda mé hinh
hoc sau

Mot han ché 16n cia mé hinh Hoc sau 1a dé
overfit trén dir liéu huén luyén va giam hiéu qua
trén ma moi hodc 16 hong chua timg thay (zero-
day). Bé khic phuc, ching toi dé xuat két hop
Transfer Learning tr cdc md hinh pre-trained
nhu CodeBERT va ap dung Data Augmentation
dac thu cho ma nguén - chéng han: doi tén bién,
hoan vi thi tu 1énh, tron ma an toan va ma 16i.

Ngoai ra, ¢ thé ap dung k¥ thuat adversarial
training dé tang d6 6n dinh ctia mo hinh trude
cac bién thé bat thuong trong 15 hong.

Trong ba huéng dé xuét trén, ching ti cho
rang viéc két hop mo hinh Hoc sau véi ki thuat
phan tich ma truyén thong (a) va nang cao kha
ning téng quat héa théng qua transfer learning
va data augmentation (c) 1a hai huéng kha thi va
hiéu qua nhét trong giai doan hién nay. Ching
khong chi cai thién hiéu suit phat hién ma con
dam bao kha nang tng dung linh hoat trong cac
tinh hudng thyc té voi dir liéu da dang va bién
d6i phuc tap.

5. Két lun

Bai bao nay da trinh bay tong quan va phan
tich naim mo hinh hoc sdu tiéu biéu duoc tng
dung trong phat hién 16 héng ma ngudn, bao
gém: CNN, LSTM, Bi-LSTM két hop Attention,
SSL va Transformer. Qua dé, co thé thay rang
cac mo hinh hién dai nhu Transformer va SSL

ngdy cang khang dinh vi thé nho kha niang hoc
biéu dién ngit canh sau, tan dung t6t dit liéu quy
mo 16n, va dé dang thich tmg véi cdc nhiém vu
khéc nhau trong khai pha ma nguon. Trong khi
d6, cac mo hinh Hoc sau truyén théng nhu CNN
hay Bi-LSTM van giit vai trd quan trong, dic
biét trong cac tinh hudng yéu cau cin bang giira
d6 chinh xac, tbc d6 hudn luyén va tai nguyén
tinh todn.

Tuy nhién, chi phi huin luyén cao va kha
nang giai thich con han ché van 1a nhiing thach
thirc 16n trong viéc trién khai thuc té. Do do, cac
hudong nghién ctru trong tuong lai nén tap trung
vao viéc thiét ké mo hinh tdi wu hon vé mit cdu
tric, giam phu thudc vao dir liéu gan nhan, déng
thoi tdng cuong kha ndng giai thich va kha nang
mo& rong. Ngoai ra, viée két hop Hoc sau véi céac
ky thuat phan tich ma truyén thdng, cling nhu
khai thac hi¢u qua cadc mo hinh pre-trained qua
Transfer Learning, c6 thé mo ra tiém nang 16n
trong viéc xdy dung cac hé thong phat hién 15
hong thong minh, chinh xac va c6 kha nang trién
khai cao trong mdi trudng cong nghiép thyc té.
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